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Abstract -itis commonly believed that biometrics when introduced in an authentication system can
improve the overall security of the system. Based on a pattern recognition model of biometrics-based
authentication system, we argue that when properly designed a biometrics-based authentication system can be
highly secure. We identify several attack points in a biometrics-based authentication system and propose
counter measures to thwart the attacks. With the improved awareness of the possible attacks, systems
incorporating biometrics can be built with higher security.
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