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Abstract - Survivability is critical attribute of modern computer and communication systems.
The assessment of survivability is mostly performed in a qualitative manner and thus cannot meet
the need for more precise and solid evaluation of service loss or degradation in presence of
failure/attack/disaster. This talk addresses the current research status of quantification of
survivability. First we carefully define survivability and contrast it with traditional measures such
as reliability, availability and performability. We then discuss probabilistic models for the
quantification of survivability based on our chosen definition. Next, two case studies are
presented to illustrate our approach. One case study is about the quantitative evaluation of
several survivable architectures for the telephone access network. Hierarchical models are
developed to derive various survivability measures. Numerical results are provided to show how
a comprehensive understanding of the system behavior after failure can be achieved through such
models. The second case study deals with the survivability quantification of communication
networks.
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