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Abstract - Finding vulnerabilities in code through product testing is often too little, too late. Static code
analysis addresses weaknesses in program code that might lead to vulnerabilities and affords the
opportunity to uncover such weaknesses early in and throughout the life cycle. Such analysis may be
manual, as in code inspections, or automated through the use of one or more tools. Automated static code
analyzers typically check source code but there is a smaller set of analyzers that check byte code and binary

code, especially useful when source code in not available (e.g for COTS components).

This presentation describes current state of practice in static code analysis for software assurance and

makes recommendations regarding use of static analysis methods and tools during acquisition life cycle.
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