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The rapid adoption of mobile messaging Apps has enabled us to collect massive amount of encrypted Internet traffic of mobile messaging. The classification of this traffic into different types of
in-App service usages can help for intelligent network management, such as managing network
bandwidth budget and providing quality of services. Traditional approaches for classification of
Internet traffic rely on packet inspection, such as parsing HTTP headers. However, messaging
Apps are increasingly using secure protocols, such as HTTPS and SSL, to transmit data. This
imposes significant challenges on the performances of service usage classification by packet inspection.
To this end, we investigate how to exploit encrypted Internet traffic for classifying in-App
usages. We demonstrate two preliminary studies. In the first study, we develop a four-step framework including traffic segmentation, traffic feature construction, ensemble traffic classification, outlier detection and handling. In the second study, we proposed another alternative method by formulating the task as a probabilistic multi-view
multi-label classification problem. Finally, the extensive experiments on real-world messaging data demonstrate the effectiveness and efficiency of the proposed method for in-App service usage analysis.
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