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ABSTRACT

Categories and Subject Descriptors

Biometric authentication, a key component for many secure
protocols and applications, is a process of authenticating
a user by matching her biometric data against a biometric
database stored at a server managed by an entity. If there
is a match, the user can log into her account or obtain the
services provided by the entity. Privacy-preserving biometric authentication (PPBA) considers a situation where the
biometric data are kept private during the authentication
process. That is the user’s biometric data record is never
disclosed to the entity, and the data stored in the entity’s
biometric database are never disclosed to the user. Due
to the reduction in operational costs and high computing
power, it is beneficial for an entity to outsource not only its
data but also computations such as biometric authentication process to a cloud. However, due to well-documented
security risks faced by a cloud, sensitive data like biometrics should be encrypted first and then outsourced to the
cloud. When the biometric data are encrypted and cannot be decrypted by the cloud, the existing PPBA protocols
are not applicable. Therefore, in this paper, we propose a
two-party PPBA protocol when the biometric data in consideration are fully encrypted and outsourced to a cloud. In
the proposed protocol, the security of the biometric data
is completely protected since the encrypted biometric data
are never decrypted during the authentication process. In
addition, we formally analyze the security of the proposed
protocol and provide extensive empirical results to show its
runtime complexity.

K.6 [Management of Computing and Information Systems]; K.6.5 [Security and Protection]: Authentication

General Terms
Security

Keywords
Security; Cloud Computing; Biometric Authentication

1.

INTRODUCTION

In recent years, biometric authentication has increasingly
gained importance for various application domains. Those
systems which include fingerprint-, face- and iris- authentication systems are widely used in enterprise, civilian and
law enforcement. Such systems typically consist of an entity
whose databases hold biometric records and users/clients
who send the entity their biometric recordings for authentication [15]. During the process of biometric authentication,
the systems need to identify whether candidate biometric
readings from users match the records in the entity’s biometric database. There are potential privacy concerns regarding
biometric authentication: biometric matching process would
cause a leakage of user’s biometric data especially running
on untrusted servers. Biometric data are usually very sensitive because they could uniquely identify a person. Thus,
the leakage of biometric data to malicious parties can lead to
a violation of personal privacy. To avoid this privacy concern, privacy-preserving biometric authentication (PPBA)
protocols have been developed, e.g., [5, 6, 13, 15, 43]. Under
the existing PPBA protocols, a user’s biometric data record
is never disclosed to the entity, and the entity’s biometric
database is never exposed to the user.
Due to cost efficiency and operational flexibility of the
cloud computing paradigm [1,8,30], an entity has the opportunity to outsource its data and their relevant computations
to a cloud which can provide on-demand services. To outsource biometric authentication tasks, the entity’s biometric
database needs to be encrypted before outsourced to a cloud.
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• The output b should not be revealed to the cloud.

This is because it is difficult for the cloud to actually guarantee the confidentiality of sensitive data. The challenge arises
due to several well-documented security risks faced by existing cloud service providers [14,22,40,41,48,52]. One such
risk for instance, is that when a breach occurs in the cloud,
any sensitive data stored in the clear (i.e., not encrypted)
can be easily exposed to the attacker.
As mentioned previously, the goal of PPBA protocols is
to perform biometric authentication without disclosing the
involved biometric data to the participating parties, except
for their own data. The input data to the existing PPBA
protocols are not encrypted, and it is not straightforward
to modify these protocols to solve the outsourced biometric authentication problem because the cloud cannot access
the original/non-encrypted biometric database. Different
from existing PPBA, an entity’s biometric database is encrypted under an outsourceable privacy-preserving biometric authentication (O-PPBA) protocol.

1.1

• Data access patterns, such as the biometric data records
corresponding to the matching or comparison results
with u, should not be revealed to Bob and the cloud.
• After sending his encrypted biometric data to the cloud,
Bob never participates in any intermediate computation. Therefore, our protocols incur low computation
overhead on Bob.
We emphasize that the intermediate results seen by the
cloud in our protocol are either newly generated randomized encryptions or random numbers.

1.3

Problem Definition

Let D = {v1 , . . . , vn } denote an entity’s biometric database
with n biometric data records. Each vi , 1 ≤ i ≤ n is a mdimension vector representation of a biometric data record.
Let [D] = {[v1 ], . . . , [vn ]} denote the encryption of D where
each [vi ] is encrypted component-wise. Suppose Bob is a
user who wants to be authenticated using his biometric image data denoted by u. Here u is represented using the same
method as the records in D. An O-PPBA protocol can be
defined as follows with [D] and [u] as the inputs:
O-PPBA([D], [u], t) → b

(1)

When b = 1, there is a biometric data record vi in D such
that the distance between u and vi is at most t distance
apart; otherwise, b = 0. t is defined by the underlying biometric authentication system, and it varies from system to
system. t also depends on the biometric data used for authentication. How to determine the best value for t is out of
the scope of this paper, so we just assume t is publicly know
parameter. During an execution of O-PPBA, [D] and [u] are
never decrypted to maximize the confidentiality protection
of D and u.
We inherit the common structure of the existing PPBA
systems which mainly consist of two phases: distance computation, and matching and retrieval [15]. In the distance
computation phase, either Euclidean or Hamming distance
between the feature vectors of biometric records vi ’s in D
and the user’s biometric data record u are calculated pairwise. After that in matching and retrieval phase, those distances are compared with a pre-defined threshold t to decide
whether u matches some vi with t-distance apart. Some biometric authentication protocols such as face recognition [13]
need a feature extraction phase to get the biometric feature
vectors; however, in this paper, we assume that feature extraction phase as a pre-computation stage to produce the
feature vectors in D and u.

1.2

Overview of the Proposed Protocol

Let P1 denote a cloud service provider who stores [D] and
performs biometric authentication based on [D], [u] and t.
When outsourced biometric data [D] are encrypted with a
fully homomorphic encryption scheme [17], P1 can perform
any possible computations over the encrypted data. However, fully homomorphic encryptions have yet to be practical
due to their extremely high computation costs.
In our proposed O-PPBA protocol, in addition to P1 , we
will utilize another independent cloud service provider P2
and use an additive homomorphic encryption scheme (AHEnc) to encrypt each vi and u component-wise to produce
[vi ] and [u]. There are several AH-Enc schemes, and without
loss of generality, we adopt the Paillier cryptosystem [38]
for its simple implementation and being semantically secure.
[D] is outsourced and stored at P1 , and only P2 has the
corresponding decryption key. Therefore, [D] and [u] cannot
be decrypted by P1 without accessing the decryption key.
To solve the proposed O-PPBA problem, one might suggest using garbled circuits [24] for every secure computation between P1 and P2 . This is logical for simple tasks
(e.g., secure comparison), where such an approach can be
quite efficient. However, biometric authentication is complex process consisting of several sub-components. In Section 4.1, we present these sub-components and investigate
the most efficient and secure way to implement them. The
proposed O-PPBA combines homomorphic encryption and
garbled circuit to take advantages offered by each approach.
This hybrid approach leads to a more efficient protocol as
shown in Section 5.
The rest of this paper is organized as follows: Section
2 overviews the work related image retrieval and existing
PPBA protocols, Section 3 presents technical background
and threat models, Section 4 presents our proposed O-PPBA
protocol, Section 5 provides empirical results showing the
run time complexity of the proposed protocol, and we summarize our contributions and future research in Section 6.

2.

RELATED WORK

Since our work is directly related to the concept of secure multiparty computation (SMC), in this section, we first
provide a high level discussion of SMC. In addition, we provide an overview of content based image retrieval techniques
and the existing privacy-preserving biometric identification
protocols. The formulation of privacy-preserving biometric identification (PPBI) is slightly different from privacypreserving biometric authentication (PPBA) which is considered in this paper.
A PPBI protocol generally returns the profile of an person
whose biometric data record stored at the server matches

Our Contributions

In this paper, we propose fully secure O-PPBA protocol.
Our protocol meets the following privacy requirements:
• Contents of D or any intermediate results should not
be revealed to the cloud.
• Bob’s biometric image data u should not be revealed
to the cloud.
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the user’s input biometric data record. On the other hand,
a PPBA protocol only returns a single bit to indicate if there
is a match or not. The existing PPBI protocols can be easily
modified to satisfy the PPBA problem statement definition.
From a technical perspective, the difference between PPBI
and PPBA is negligible. Since there is a lack of exiting
work directly related to PPBA, here we will mainly present
the work related to PPBI and discuss the reasons why the
existing PPBI protocols cannot be directly applied to solve
the outsourceable PPBA problem.

2.1

ing and wavelet transform methods in texture analysis [7].
The wavelet transform is used for image classification based
on multi-resolution decomposition of images.
In addition, shape features are also playing a critical role
in CBIR because human beings can recognize objects solely
based on shapes. Main method for shape features is the
use of moment invariants [47]. Usually shape feature extraction requires the use of image segmentation, where an
image needs to be divided into different regions.
Beside of those global feature-based algorithms (color, texture, shape), local feature-based algorithms are more precise
but time-consuming. Several types of local descriptors have
been proposed in the literature [3, 28, 32, 42, 49]. One very
effective technique is termed as scale-invariant feature transfer (SIFT) [32] which extracts features that do not change
when exposed to a set of image transformations. Speed-Up
Robust Features (SURF) [3] is another local feature based
technique which is faster than other descriptors including
SIFT. In addition, SIFT has its advantages in rotation and
illumination changes against SURF [33].

Secure Multiparty Computation

Secure multiparty computation (SMC) was first introduced
by Yao’s Millionaire problem [51] where Alice and Bob want
to know who is richer without disclosing their actual wealth
to each other. Suppose there are n parties P1 , . . . , Pn who
hold private inputs a1 , . . . , an respectively. An SMC protocol allows P1 , . . . , Pn to collaboratively compute a function
f on inputs a1 , . . . , an without disclosing ai to Pj where
1 ≤ i, j ≤ n and i 6= j. To achieve that, the participating
parties have to exchange messages and perform some local
computations until all the parties get the desired output. In
general, we need to make sure that the messages exchanged
should not disclose any information regarding each party’s
private input.

2.2

2.3

Privacy-Preserving Biometric Authentication / Identification

To the best our knowledge, Erkin et al. [13] proposed
the first privacy-preserving biometric face recognition protocol based on the standard Eigenfaces recognition algorithm.
The protocol is a secure two-party computation protocol
where one party (client) wants to learn whether its candidate biometric reading matches for one or more records
in the other party’s (server’s) database without disclosing
any information except the final result. The protocol computes Euclidean distances between face image feature vectors from client and server’s face image database, and it
returns the profile information associated with the facial image data record that has the smallest distance to the client’s
input biometric data. At the end, the client only knows the
profile information without knowing other biometric data
and their associated profiles stored at the server, and the
server knows nothing, even regarding the profile information returned to the client. The data exchanged during an
execution of the protocol are encrypted by an additive homomorphic encryption scheme, but the data stored at the
sever are not encrypted. Therefore, the server knows the
contents of its biometric database.
Sadeghi et al. [43] developed a hybrid privacy-preserving
face recognition protocol which improved the efficiency of
Erkin’s work. This protocol follows the problem setting of
Erkin’s work and also uses additive homomorphic encryption
(the Paillier cryptosystem) to securely compute Euclidean
distances. On the other hand, Garbled circuits [24, 50] are
used for finding the minimum distance. The authors also
proposed a method of packing multiple values together into
a single ciphertext before blinding. This can save communication cost significantly.
Huang et al. developed an efficient privacy-preserving biometric identification protocol for fingerprint recognition [15].
The basic algorithm for fingerprint identification is based on
F ingerCode [27]. In the main system, the server and a client
jointly perform the protocol to retrieve the identity record
from the server’s database whose fingerprint best matches
the client’s input fingerprint reading. The protocol provides
the same security guarantee as the previously mentioned
protocols. In addition, similar to Sadeghi’s work, this pro-

Content based Image Retrieval

Biometric authentication or identification is a special case
of content based image retrieval (CBIR). In a CBIR system,
a desirable image is retrieved from a large image database
based on the similarity of some common attributes which are
called features. There are two kinds of features: the global
and local. Global features usually include color, texture and
shape which are well known and studied in image retrieval.
Local features are usually used in a localized circumstance
which needs to recognize objects more precisely.
The basic way to separate images is to use color. Thus,
color is a very important visual feature for image retrieval.
In existing literatures many color space models are available. The RGB model is the most commonly used color
space model that represents colors by red (R), green (G)
and blue (B). In most RGB systems, the values of red, green
and blue are depending upon the nature of the primaries in
a certain imaging device [46]. Thus, other models such as
HSI, HSV, LAB, LUV and YCrCb have been proposed to
overcome of RGB shortcomings. When those color spaces
models, the color histogram scheme is the most effective
way to represent a image since color histograms are invariant to orientation and scale [9,31]. However, color histogram
can hardly characterize the spatial structures of images; as
a result, other descriptors have been proposed such as compact color moments, the color coherence vector and color
correlograms [23].
Texture is another important characteristics of an image.
Various algorithms have been designed for texture analysis
such as gray level co-occurrence matrices [39], the Tamura
texture feature [21], and Gabor filtering [7]. Co-occurrence
matrix is a popular representation of texture feature of an
image which is constructed based upon the orientation and
distance between image pixels [39]. Tamura texture feature
is another popular representation which is based upon the
human mental study in visual perception of texture [21].
Gabor filters are very effective that applying signal process-
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tocol also combines additive homomorphic encryption with
garbled circuits. However, the protocol improves efficiency
for both distance-computing phase and matching phase compared to Sadeghi’s work. The protocol separates retrieval
step from matching phase, and it uses the by-product of
evaluating the garbled circuit in the matching phase to perform the oblivious retrieval efficiently. In the retrieval phase,
the protocol utilizes a backtracking tree to obliviously and
efficiently recover the profile corresponding to the closest
matching vector.
Different from calculating Euclidean distance, Blanton and
Gasti [6] developed a privacy-preserving identification protocol for iris codes based on Hamming distance. In their
protocol, the client who possesses an iris reading would also
like to learn whether his or her reading matches one or more
records in an iris database managed by the server. The
contents of the server’s database are never disclosed to the
client, but the client learns the comparison results between
his or her input iris record and every record in the server’s
database. The implementation of the protocol also uses both
additive homomorphic encryption and garbled circuits, and
it reduces the complexity of the circuits used for comparison based on an optimization that permits XOR gates to be
evaluated for free. The proposed techniques can be applied
in protocols where F ingerCode and Euclidean distances are
adopted to improve the performance compared to the existing Euclidean distance based solutions.
SCiFI [37] is a realization of a privacy-preserving face
identification system which uses a component-based face
identification technique which building a binary index into a
vocabulary representation. The adopted image representation technique is robust against different viewing conditions,
such as illumination, occlusions, and changes in appearance
(like wearing glasses). The protocol utilizes Hamming distance to measure image similarity, and its implementation
were based on additive homomorphic encryption and oblivious transfer [34].
Although the aforementioned privacy-preserving biometric identification / authentication protocols protect the confidentiality of both server and client’s biometric data, our
problem setting is quite different from these protocols. In
our problem domain, the biometric database is encrypted
and outsourced to a server (or a cloud), and the server does
not have the key to decrypt the data. Thus, the server
does not know anything regarding the original biometric
database. Since the previously proposed solutions require
the server to perform computations on the original biometric data, these solutions cannot be applied to solve this outsourced biometric authentication problem.
Recently, Blanton and Aliasgari [5] developed a secure approach to outsourcing computations of matching iris biometric data records. The setting of their work is very similar to
ours. Two protocols were proposed for either single serversetting or multiple-server setting. In their single-server setting, the protocol uses predicate encryption scheme [29, 45]
that allows the server to perform non-interactive computations. The predicate encryption scheme is not as secure as
additive homomorphic encryption. As a result, our proposed
protocol offers much better confidentiality protection of the
biometric data. Under the multiple-server setting, the protocol adopts a secret sharing scheme (e.g., Shamir [44]) to
“encrypt” the outsourced biometric database. However, the
protocol requires at least three independent servers to per-

form the intermediate computations. Our proposed protocol
requires only two servers, so it is more practical.
In addition, the protocol mainly focuses on calculating
Hamming distance, whereas our proposed protocol can compute Euclidean and Hamming distances. Since both distances are commonly used to image retrieve according to
different kinds of biometric data, our protocol offers more
generality. Another different is that at the end of protocol
execution, the server can know which encrypted biometric
data record matches the client’s input. This access pattern
leakage can violate the security guarantee of the underlying encryption scheme [26]. Because our protocol does not
disclose this information to any participating party, our protocol offers the same security protection as the encryption
scheme used to encrypt the outsourced biometric data.

3.

SECURITY DEFINITIONS AND ADVERSARY MODELS

In this section, we first discuss the encryption scheme used
to build the proposed protocols. Since the notion of security
varies from different application domains, we also present
the security threat or adversary models that best match the
proposal application domain.

3.1

Additive Homomorphic Encryption

The proposal protocol adopts an additive homomorphic
probabilistic public key encryption (AH-Enc) scheme as the
building block. Let Epk and Dpr be the encryption and
decryption functions in an AH-Enc scheme with public key
pk and private key pr. Without pr, no one can discover x
from Epk (x) in polynomial time. Since the encryption and
decryption keys are unique in our problem domain, we will
adopt the succinct notation [x] to represent an encryption
or ciphertext of x. an AH-Enc has the following properties:
• The encryption function is additive homomorphic:
[x1 + x2 ] = [x1 ] × [x2 ] mod N 2 ;
• Given a constant c and [x], [c · x] = [x]c mod N 2 ;
• The encryption function has semantic security as defined in [20], i.e., a set of ciphertexts do not provide
additional information about the plaintext to an adversary with polynomial-bounded computing power.
In other words, two encryptions of x differs with very
high probability. This is the probabilistic property of
the AH-Enc system.
Any AH-Enc system is applicable, but in this paper, we
adopt the Paillier encryption scheme [38] for its implementation simplicity. Informally speaking, the public key in the
system is (g, N ), where N is resulted from multiplication
of two large prime numbers and g ∈ Z∗N 2 is randomly chosen. When computations are performed on ciphertexts, we
need to perform a modulo N 2 operation at the end (e.g.,
[x1 + x2 ] = [x1 ] × [x2 ] mod N 2 ). Because N is unique in
the proposed protocols, we will drop or eliminate this modulo N 2 operation whenever the context is clear.

3.2

Threat / Adversary Models

In general, there is a conceptual difference between privacy and security. However, in this paper, we will not differentiate the two terms. Regarding a distributed protocol,
security is generally related to the amount of information
leaked during the protocol execution. To maximize security
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garbled circuit. This hybrid approach was adopted in [36]
to produce a secure protocol that is more efficient than either homomorphic encryption approach or garbled circuit
approach alone. The key challenges to utilize the hybrid
approach are:

Table 1: Common Notations
SMC
Secure Multiparty Computation
PPBA
Privacy-Preserving Biometric Authentication
O-PPBA Outsourceable PPBA
AH-Enc
Additive homomorphic encryption
vi or u
m-dimension feature vector representation
of a biometric data image
[vi ] or [u] A component-wise encryption of vi , using
an AH-Enc scheme
D
A biometric database with n records:
v1 , . . . , v n
[D]
An encryption of D: [v1 ], . . . , [vn ]
P1 or P2
A cloud service provider

• Break a complex functionality into a set of simpler
sub-components (or sub-functionalities).
• Determine which approach to use to implement each
sub-component securely.
Next we will dissect O-PPBA into sub-components and identify the most efficient approach, between homomorphic encryption or garbled circuit, to implement each component.

4.1

To implement an O-PPBA protocol, first each biometric
image needs to be represented as a feature vector. This
pre-processing step can be implemented using the existing
image representation techniques as summarized in Section
2.2. For the rest of this paper, we assume that the feature
vector of each biometric image is given as part of the input
to an O-PPBA protocol.
According to Equation 1 and based on the description
given in Section 1.1, an O-PPBA protocol (with input [D] =
{[v1 ], . . . , [vn ]}, [u] and t) consists three main sub-components
or protocols that need to be performed sequentially. According to the Composition Theorem [18], when a protocol is implemented based on a set of secure primitives, and
for the protocol to be secure, the intermediate results produced from these primitives must be in the form of random
shares. By random shares, we mean that the actual value
is divided into two additive random shares, each of which
is independently and uniformly distributed in a group (e.g.,
ZN = {0, 1, . . . , N − 1}). The actual value can be reconstructed by adding the two shares modulo N . Next we describe each sub-component and its outcomes.

protection, we use the security definitions in the literature
of secure multiparty computation (SMC).
SMC-based secure protocols generally assume there basic adversarial models: semi-honest (or honest but curious),
malicious and covert [2, 18]. Semi-honest adversaries follow
the protocol faithfully, but can try to infer the secret information of the other parties from the data they see during the
protocol execution. Malicious adversaries may do anything
to infer secret information. On the other hand, under the
covert adversary model, malicious behaviors can be detected
without disclosing private information. Almost all practical SMC-based protocols are secure under the semi-honest
model, and using zero-knowledge proofs [19], these protocols
can be transformed into protocols secure under the malicious
model. Also, it is hard to imagine that two well-established
cloud service providers can collude to damage their reputations and customer base. Therefore, we will adopt the semihonest model. In addition, since the covert model provides
a nice balance between the semi-honest model and the malicious model, we will also proposed strategies to make the
proposed protocol secure under the covert model. Briefly,
the following definition captures the security definition under the semi-honest model.
Q
Definition 1. Let ai be the input of party Pi ,
i (π) be
0
Pi s execution image of the protocol π Q
and bi be the result
computed from π for Pi . π is secure if
i (π) can be simulated from hai , bi i and distribution of theQsimulated image is
computationally indistinguishable from
i (π).

(1) Distance computation: This component computes the
distance between u and each vi , for 1 ≤ i ≤ n. Note
that the distance is between the actual feature vectors,
but the input should be the encrypted feature vectors
[u] and [vi ]. During the computation, [u] and [vi ] are
never decrypted to preserve the confidentiality of u and
vi . Let di denote the distance between u and vi . The
output of this component returns two random shares d0i
and d00i for each di such that d0i + d00i mod N = di .

A formal way to prove the security of a protocol under the
semi-honest model is to use the simulation approach [18]. In
our security proofs, we will adopt this method.

4.

Sub-Components of O-PPBA

(2) Comparing with the threshold : Once the distances are
computed, these distances need to be compared with
the threshold t, to find out if u is one of v1 , . . . , vn .
Distance less than t indicating u matches some biometric
record in D. Again, all these computations are based on
encrypted data or random shares. More specifically, the
(d0i , d00i ) pairs and the threshold t are the input for this
sub-component. Let bi denote the comparison result
between di and t. bi = 1 if di ≤ t; otherwise bi = 0. The
output of this component returns two random shares b0i
and b00i for each bi such that b0i + b00i mod N = bi .

THE PROPOSED TWO-PARTY O-PPBA
PROTOCOL

We will follow the same notations as given in Sections 1.1
and 1.3. For clearness, commonly used notations for this
paper are given in Table 1. According to the number of
participants, an SMC protocol can be classified into either
two-party or multi-party protocol. In our problem domain,
it is more cost effective to use two cloud service providers, so
we will focus on developing a two-party O-PPBA protocol.
For a functionality as complex as biometric authentication,
the best way to implement an efficient two-party secure protocol is to combine homomorphic encryption approach and

(3) Combining the comparison results: As long as there is a
bi equal to 1, we can conclude that u matches some vi in
D. Then authentication succeeds. The (b0i , b00i ) are the
input for this sub-component. Let bf denote the final
authentication result. If bf = 1, then authentication
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Algorithm 1 Secure Distancee ([vi ], [u]) → (d0i , d00i )
Require: P1 has [vi ] and [u]; P2 has the decryption key
1: P1 :

succeeds. On the other hand, bf = 0, authentication
fails. The output of this component returns two random
shares b0f and b00f such that b0f + b00f mod N = bf .
Note that, it is possible for the last component to return bf
directly, but b0f and b00f are more useful in case bf serves as an
intermediate result for a more complex protocol. Base their
need, the participating parties can decide the appropriate
output. Without loss of generality, this paper adopts b0f and
b00f as the final outcome of the proposed O-PPBA protocol.

4.2

(a) [xj ] ← [vi hji − uhji + rj ], where rj ∈R ZN and
1≤j≤m
(b) Send [x1 ], . . . , [xm ] to P2
2: P2 :
(a) Perform decryption to get x1 , . . . , xm

Efficient and Secure Implementation of
Each Sub-Component

(b) Compute [(x1 )2 ], . . . , [(xm )2 ], and send them to P1

According the descriptions of the sub-components given
in the previous section, this section investigates how to implement them efficiently and securely. Depending on the
specific functionality or computation, we will identify the
most efficient and secure method (either homomorphic encryption based approach or garbled circuit) to implement
each sub-component.

4.2.1

3: P1 :
(a) Obtain [(vi hji − uhji)2 ] by eliminating rj2 and
2rj (vi hji − uhji) from [(xj )2 ], for 1 ≤ j ≤ m
2
(b) [di ] ← [summ
j=1 (vi hji − uhji) ]

(c) Compute [di + r], where r ∈R ZN

Secure Distance Computation

(d) Set d0i = N − r and send [di + r] to P2

As mentioned previously, since biometric data have multiple types and each type can be represented in various ways,
here we will implement secure sub-protocols to compute two
most common distance metrics adopted in the existing PPBI
work (summarized in Section 2.3): Euclidean distance and
Hamming distance. Both metrics have their advantages and
disadvantages, and an entity can decide which metric to use
for its O-PPBA protocol.

4: P2 :
(a) Perform decryption on [di + r] to get di + r
(b) Set d00i = di + r

[vi hji − uhji], it can easily compute [rj2 ] and [2rj (vi hji −
uhji)]. Since [(xj )2 ] = [(vi hji−uhji)2 +2rj (vi hji−uhji)+rj2 ],
P1 can obtain [(vi hji − uhji)2 ] by:

Euclidean Distance.
Suppose vi and u are m-dimensional vectors, and the
content of the individual dimension is represented by vi hji
(uhji), where 1 ≤ j ≤ m. The Euclidean distance between
vi and u can be computed as follows:
v
uX
um
Euclidean Dist(vi , u) = t (vi hji − uhji)2

[(vi hji − uhji)2 ] ← [(xj )2 ] × ([vi hji − uhji]2rj × [rj2 ])N −1
From here, [di ] can be directly derived:
[di ] ← [(vi h1i − uh1i)2 ] × · · · × [(vi hmi − uhmi)2 ]

j=1

The rest of the steps are straightforward.

When comparing two distances, the square root does not
make any difference. Thus, in our implementation, we will
drop the square root to compute the square of the Euclidean
distance between vi and u:
Euclidean Dist2 (vi , u) =

m
X

(vi hji − uhji)2

Hamming Distance.
When vi and u are binary vectors, Hamming distance can
be used to determine how close vi and u are. Hamming
distance can be computed as follows:

(2)
Hamming Dist(vi , u) = m −

j=1

m
X

vi hji · uhji

(3)

j=1

According to the above equation, the main challenge is to
compute vi hji2 , uhji2 , and vi hji · uhji from [vi hji] and [uhji]
(where [vi hji] and [uhji] are encryptions of vi hji and uhji).
The key steps to securely compute Euclidean Dist2 (vi , u) are
given by Algorithm 1 where computations are only based on
either encrypted or randomized data. At step 1(a) of the
algorithm, xj is a randomized difference between vi hji and
uhji, and rj is randomly chosen to hide the actual difference. According to the additive homomorphic property of
the encryption scheme, [xj ] can be computed as follows:

According to the above equation, the main challenge is to
compute vi hji · uhji from [vi hji] and [uhji]. The key steps
to securely compute Hamming Dist(vi , u) are given by Algorithm 2 where computations are only based on either encrypted or randomized data. At step 1(a) of the algorithm,
xj1 and xj2 are randomizations of vi hji and uhji respectively, and rj1 and rj2 are randomly chosen to hide the actual values of vi hji and uhji. According to the additive
homomorphic property of the encryption scheme, [xj1 ] and
[xj2 ] can be computed as follows:

[vi hji − uhji + rj ] ← [vi hji] × [uhji]N −1 × [rj ]

[vi hji + rj1 ] ← [vi hji] × [rj1 ]

Since P2 has the decryption key, it can decrypt [xj ] to get xj .
Then P2 computes the square of xj and sends the encrypted
results (e.g., [x1 ], . . . , [xm ]) to P1 . Because P1 knows rj and

[uhji + rj2 ] ← [uhji] × [rj2 ]
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Algorithm 2 Secure Distanceh ([vi ], [u]) → (d0i , d00i )
Require: P1 has [vi ] and [u]; P2 has the decryption key
1: P1 :

Algorithm 3 O-PPBA([D], [u], t) → b
Require: P1 has [D] and [u], P2 has the decryption key,
and t is a public parameter
1: P1 and P2 jointly execute Secure Distance([vi ], [u]), for
i = 1 to n
2: P1 and P2 jointly execute Secure Comparison(d0i , d00i , t),
for i = 1 P
to n
0
3: P1 : α ← Pn
i=1 bi mod N
n
00
4: P2 : β ← i=1 bi mod N
5: P1 and P2 jointly execute Secure Comparison(α, β, 0)
6: b ← b0f + b00f mod N

(a) [xj1 ] ← [vi hji + rj1 ] and [xj2 ] ← [uhji + rj2 ], where
rj1 , rj2 ∈R ZN and 1 ≤ j ≤ m
(b) Send ([x11 ], [x12 ]), . . . , ([xm1 ], [xm2 ]) to P2
2: P2 :
(a) Perform decryption operation to get (x11 , x12 ), . . .,
(xm1 , xm2 )
(b) Compute [x11 · x12 ], . . . , [xm1 · xm2 ], and send them
to P1

be easily modified to fit our problem domain. As a result,
we adopt the fast garbled circuit method [24] to implement
this sub-component.
Technical details on how to produce and evaluate a garbled circuit are well documented in [24]. In this paper, we
will skip these technical details. Instead, we assume that
Secure Comparison(d0i , d00i , t) → (b0i , b00i ) is the protocol to
implement the sub-component and it is constructed using
a garbled circuit, where d0i and d00i are private input values
from P1 and P2 respectively, and t is publicly known parameter. The protocol returns b0i to P1 and b00i to P2 .

3: P1 :
(a) Obtain [vi hji·uhji] by eliminating rj1 ·rj2 , rj2 ·vi hji
and rj1 · uhji from [xj1 · xj2 ], for 1 ≤ j ≤ m
P
(b) [di ] ← [m − m
j=1 vi hji · uhji]
(c) Compute [di + r], where r ∈R ZN
(d) Set d0i = N − r and send [di + r] to P2
4: P2 :

4.2.3

(b) Set d00i = di + r

Since P2 has the decryption key, it can decrypt ([xj1 ], [xj2 ])
to get (xj1 , xj2 ) at step 2(a). Then P2 computes the multiplication of xj1 · xj2 and sends the encrypted results to
P1 . Because P1 knows rj1 , rj2 , [vi hji] and [uhji], it can
easily compute [rj1 · rj2 ], rj2 · vi hji and rj1 · uhji. Since
[xj1 · xj2 ] = [vi hji · uhji + rj1 · rj2 + rj2 · vi hji + rj1 · uhji],
at step 3(a), P1 can obtain [vi hji · uhji] by:
[vi hji·uhji] ← [xj1 ·xj2 ]×([rj1 ·rj2 ]×[rj2 ·vi hji]×[rj1 ·uhji])N −1
From here, [di ] can be directly derived at step 3(b):

Observation
son results from
where d1 , . . . , dn
v1 , . . . , vn . Then

[di ] ← [m] × ([vi h1i · uh1i] × · · · × [vi hmi · uhmi])N −1
The rest of the steps are fairly obvious. All above computations are based on the additive homomorphic property of
the encryption schemes. The two sub-protocols are more
efficient than garbled circuit based solutions, and detailed
analysis is provided in Section 5. The security analysis of
both protocols is presented in Section 4.3.2.

4.2.2

Securely Combining the Comparison Results

As discussed in Section 4.1, the third sub-component /
functionality is to identify the existence of a comparison result that is equal to 1. To maximize security guarantee,
the individual comparison results cannot be disclosed; otherwise, the first two sub-components would be sufficient. Now
the challenge is to find out whether there is a comparison result of 1 without disclosing which encrypted biometric record
[vi ] matches [u]. Since a server only knows if two encrypted
biometric data records match, we may think that disclosing
the matching result is harmless. However, according to [26],
the matching result must not be leaked to preserve the security guarantee of the underlying encryption scheme.
To prevent the matching or comparison results from disclosing to P1 and P2 , the design of our protocol is based on
the following observations:

(a) Perform decryption on [di + r] to get di + r

1. Let b1 , . . . , bn be the n actual comparicomparing d1 , . . . , dn with the threshold t,
are the distances between
Pu and each of
bf = 1 if and only if 0 < n
i=1 di .

Pn 0
Pn 00
Observation 2. Let α = P
i=1 bi and β =
i=1 bi .
n
Then we have α + β mod N = i=1 bi .
From the above observations, it is not hard to see that
this sub-component can be implemented using the same
secure comparison protocol as discussed in Section 4.2.2.
More specifically, Secure Comparison(α, β, 0) → (b0f , b00f ) is
the protocol to implement the sub-component and it is constructed using a garbled circuit, where α and β are private
input values from P1 and P2 respectively, and 0 is a public
parameter. The protocol returns b0f to P1 and b00f to P2 such
that b0f + b00f mod N = bf .

Securely Comparing with the Threshold

To implement the second sub-component securely, we need
a secure comparison protocol that takes random shares (i.e.,
d0i and d00i ) and a threshold t as input and returns two random
shares b0i and b00i , such that b0i +b00i mod N = 1 if di ≤ t; otherwise b0i + b00i mod N = 0. The inputs of most existing secure comparison protocols [4,10,11,16,35] are non-encrypted
or non-random shares, so they are not directly applicable in
our problem domain. On the other hand, garbled circuit
has been known for its efficiency to securely evaluate simple functionalities, such as comparison. In addition, garbled
circuit only requires one round of communication and can

4.3

The O-PPBA Protocol

Once we have proper secure implementations of the three
sub-components, we can build an O-PPBA protocol directly
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based on these components. The key steps of the O-PPBA
protocol are given in Algorithm 3. Here we assume that a
user’s encrypted biometric data record [u] has been received
by P1 , and it is encrypted using the same public key as the
one to encrypt D to produce [D], where [D] is encrypted by
the entity who owns the biometric database D.
Step 1 of Algorithm 3 securely computes the distance between u and each of v1 , . . . , vn . P1 and P2 receive d01 , . . . , d0n
and d001 , . . . , d00n as their private output respectively. Note
that in the protocol, we do not specify which distance metric (either Euclidean or Hamming). Depending on the type
of biometric data and the feature vector, the entity who
outsourced its biometric authentication to P1 and P2 can
decide the appropriate metric to use. Secure Distancee and
Secure Distanceh in Algorithm 3 are interchangeable without affecting the security and the correctness of O-PPBA.
The output from step 1 serves as the input for step 2.
At the end of step 2, P1 receives b01 , . . . , b0n and P2 receives
b001 , . . . , b00n . P1 and P2 independently compute α and β which
are input for step 5 of the algorithm. Step 5 returns b0f
to P1 and b00f to P2 . To obtain the actual authentication
result, P2 can send d00f to P1 , and bf can be reconstructed by
adding the two random shares modulo N . Steps 2, 3 and 5
of Algorithm 3 correspond to the three sub-component and
their implementations investigated in Sections 4.1 and 4.2.

4.3.1

The O-PPBA protocol executes the Secure Distance protocol n times and the Secure Comparison protocol n+1 times.
As a consequence, the total computation complexity of OPPBA is bound by O(mn) encryptions.
To analyze the communication complexity, we calculate an
asymptotic bound on the number of bits exchanged between
P1 and P2 . Let k denote the number of bits to represent
N . Then the communication complexity of Secure Distance
is bound by O(mk). Also, for a sufficiently large m, the
communication complexity of Secure Comparison is bound
by O(mk). As a result, the total communication complexity
of O-PPBA is bounded by O(mnk) in bits.

4.3.2

Security Analysis and Extensions to Other Adversary Models

The O-PPBA protocol is secure under the semi-honest
adversary model of SMC. Since the protocol is a sequential composition of sub-protocols, to prove the security of
O-PPBA, we first need to prove the security of each subprotocol. The security of Secure Distancee depends on the
size of the encryption key. In general, N needs to be at least
1024 bit long, and then we can say that the Paillier encryption scheme possesses semantic security. Thus, in our proof,
we assume N is 1024-bit or larger. Under the semi-honest
model, the security guarantee is very easy to proof because
the computations are performed on either encrypted data or
randomized data. To be more clear, here we analyze step-bystep how the original biometric data records are protected
or never disclosed.
At step 1(a) of Algorithm 1, the computations are directly
performed on each pair of [vi hji] and [uhji] and they are
never decrypted, no information is leaked regarding vi and
u as long as the encryption scheme is semantically secure.
The only place where the original data could be disclosed
is at step 2(a) since decryption operations are performed
on the intermediate computation results. However, because
xj = vi hji − uhji + rj mod N , and rj is randomly chosen
and only known to P1 , xj is a uniformly distributed in ZN
from the view point of P2 . Therefore, xj does not leak any
information regarding vi and u to P2 . The rest of the computations is based on either encrypted or randomized data. As
a consequence, if P1 and P2 do not collude, no information
related to vi and u is ever disclosed to the two parties. Note
that collusion is prohibited under the semi-honest model.
The Secure Distanceh protocol has the same structure as
the Secure Distancee protocol, and it is secure under the
semi-honest model as well. Secure Comparison is implemented using a garbled circuit which is also secure under
the semi-honest model [24]. Since all these sub-protocols of
O-PPBA produce random shares as intermediate results, according to the sequential Composition Theorem [18], the OPPBA protocol is also secure under the semi-honest model.

Complexity Analysis

Here we analyze both computation and communication
complexities of the proposed O-PPBA protocol. First, we
analyze the computation complexity for each sub-protocol.
For the Secure Distancee protocol, the number of multiplications and encryptions is bounded by O(m), where m is
the vector size. To derive this upper bound, we need to
examine each step of the protocol. At step 1, the protocol performs 2m encryptions and 2m multiplications. Here
we treat [uhji]N −1 as one encryption although it is slightly
less expensive than an encryption operation. Step 2(a) performs m decryptions. A decryption has a similar cost as an
encryption, so we count m encryptions for step 2(a). Step
2(b) performs m encryptions and m multiplications. Step
3(a) performs 3m encryptions and 2m multiplications since
we count the two exponentiations as two encryptions. Step
3(b) requires m − 1 multiplications. The computations for
the rest of the steps are constant. Therefore, the total number of multiplications and encryptions for this sub-protocol
is bounded by O(m). In addition, because an encryption
operation is generally several order of magnitude more expensive than a multiplication, we can claim the computation
complexity of Secure Distancee is bounded by O(m) encryptions. Similarly, we can derive the same asymptotic bound
for Secure Distanceh .
The inputs to the Secure Comparison protocol are two
random shares with size bounded by N , so the initial phase
of the garbled circuit needs O(log N ) gates to add the shares.
The resulting distance value is much smaller than N is our
problem domain. Therefore, the total number of gates in
the garbled circuit is bound by O(log N ). Since the fast
garbled circuit evaluation method proposed in [24] is every
efficient and use symmetric key encryption to garble the circuit. We can expect that the total computation cost of the
Secure Comparison protocol is about performing several homomorphic encryption operations, so O(m) encryptions provide an appropriate upper bound for Secure Comparison.

Justification of the Use of the Semi-Honest Model.
This adversary model assumes that the participating parties follow the prescribed steps of the protocol. The model
may not be appropriate for many situations when we do not
have any background knowledge about the parties, e.g., P1
and P2 in our case. On the other hand, the semi-honest
model suits our problem domain very well because we assume P1 and P2 are two cloud service providers. Today,
cloud service providers are legitimate and well-known companies like Google, Amazon and Microsoft. It is hard to
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believe any two of these companies collude to discover the
original biometric data. Their reputations are invaluable assets and need to be protect at all costs. Therefore, we can
safely assume P1 and P2 are semi-honest.
Since a user only sends his or her encrypted biometric
data [u] and never participate in any intermediate computations, how the user behaves is irrelevant to the security of
the protocol. Just like any authentication protocol, a user
can try to probe the system using different passwords, which
is out of scope of this paper. However, there does exist technique to either prevent or mitigate this probing attacking.
These techniques are independent from but their functionalities complement the proposal O-PPBA protocol. Also, the
initial set-up of the biometric authentication system is performed by the entity who owns the biometric database D.
All these issues are irrelevant to the security of the O-PPBA
protocol. Thus, we will not discuss them any further.

(a) Secure squared-Euclidean distance

Extension to Other Adversary Models.
In case P1 and P2 are not as trustworthy as the existing cloud service providers, we need to extend the O-PPBA
protocol to satisfy other adversary models, such as malicious
and covert [2] models. Protocols that satisfy the malicious
model are generally very expensive and do not have much
practical value. This is also evidenced by the fact that almost all practical SMC-protocols are secure under the semihonest model. In addition, input modification is an open
problem in SMC [18]. Before executing an SMC protocol,
a participating party can provide wrong input. Since each
party’s input is private, there is no way to verify the input
provided by the party is its actual input. This phenomenon
is called input modification, and no solution exists under the
general setting of SMC. Because each sub-protocol is noninteractive, any malicious behavior can only lead to a wrong
computation result. Under this situation, the malicious behavior can be reduced to input modification. Thus, from a
theoretical perspective, to extend the O-PPBA protocol to
satisfy the malicious model does not have much value.
On the other hand, the covert model provides both practical value and added security guarantee. In this model,
although the honest behavior of a participating party cannot be enforced, a malicious behavior is detectable. Thus,
a protocol secure under the covert model is much more efficient than in the malicious model. Here we highlight the
key steps involved to make the proposed O-PPBA protocol
satisfy the covert model. We will adopt the dual execution
strategy proposed in [25]. First, the entity outsources two
encrypted copies [D]1 and [D]2 of D. [D]1 is stored at P1
and encrypted using the public key generated by P2 (who
has the corresponding decryption key). Similarly, [D]2 is
stored at P2 and encrypted using the public key generated
by P1 (who has the corresponding decryption key). Now
the proposed O-PPBA protocol can be executed twice with
([D]1 , u) and ([D]2 , u) as the respective input. Also, the
roles of P1 and P2 are switched after the first execution.
When the final outputs are inconsistent between the two
executions, we know one of the parties behaved maliciously.
The complexity of this modified protocol is twice as much as
the original O-PPBA protocol. Again, since we assume P1
and P2 are cloud service providers, the proposed O-PPBA
protocol, secure under the semi-honest model, is sufficient
and practical.

(b) Secure circuit comparison for m = 5

(c) O-PPBA execution time
Figure 1: Time complexities of secure squaredEuclidean distance, secure circuit comparison and
O-PPBA for varying values of n, and m

5.

PERFORMANCE EVALUATION

In this section, we discuss the performance of the O-PPBA
protocol in details under different parameter settings. We
look at the performance in term of the execution time. Recall that the proposed protocol is a sequential composition
of three sub-protocols. We implemented each sub-protocol
and measured their performance on a range of inputs.
We randomly generated synthetic datasets depending on
the parameter values in consideration. The advantage of using these synthetic datasets is that we can perform a more
elaborated analysis on the computation costs of the proposed protocols under different parameter settings. We ran-
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domly generated biometrics feature vectors depending on
the parameter values in consideration, such as n- number of
record vectors and m-vector size. We encrypted these feature vectors component-wise, using the Paillier cryptosystem [38] with a 1024-bit modulus in our experiments, and
the encrypted feature vectors were stored on our machine.
Based on this dataset, we performed the O-PPBA protocol.
All experiments were done using a Linux machine with an
Intel R Xeon R Six-CoreTM CPU 3.07 GHz processor and
12GB RAM running Ubuntu 12.04 LTS.

5.1

Distance size

SM-GC

SM-HE

1024
1024

10
20

1.752s
1.792s

0.02984s
0.02985s

Table 2: Garbled circuit vs.
secure multiplication

homomorphic based

the proposed hybrid implementation is more efficient. Since
secure multiplication (SM) is the main building block and
performance bottle neck for securely computing the distance
in both Euclidean and Hamming metrics, we analyze and
compare the computation costs of two different implementations of SM: homomorphic encryption approach (SM-HE)
and garbled circuit approach (SM-GC). We compared the
running times of the two implementations for varying number of bits required to perform multiplication. Based on the
results shown in Table 2, we observed that the running time
of each implementation is independent from the input size,
and the computation cost of SM-GC is significantly higher
than that of SM-HE. For example, the computation time of
multiplying two 10-bit numbers using SM-GC is 1.752 seconds whereas in SM-HE is 0.02984 second. Therefore, we
adopted homomorphic encryption approach to implement
Secure Distance.

Performance of O-PPBA

To begin with, we analyze the computation costs of the
Secure Distancee sub-protocol (Step 1 of Algorithm 3) by
varying m and n. We then analyze the computation costs
of the secure comparison sub-protocols (Steps 3 and 5 of
Algorithm 3) by varying n because m is irrelevant in our
secure comparison task.
Secure Distancee is implemented using Paillier encryption in C language on top of the GNU multiple precision
arithmetic library (https://gmplib.org/). As shown in Figure 1(a), the computation cost grows linearly with n and
m. For example, when m = 5, the computation time of
Secure Distancee increases from 1.987 to 9.921 minutes when
n is varied from 1000 to 5000.
We build the Secure Comparison sub-protocol on top of
FastGC [24], a Java-based framework that allows users to define boolean circuits. After the circuits are constructed, the
framework encrypts the circuits, performs oblivious transfer,
and evaluates the garbled/encrypted circuits. The FastGC
provides is an 80-bit security level which matches the security level of the homomorphic encryption scheme that we
used in our implementation. Since the size of inputs for
this stage are fixed by 1024 bits modulus which are random shares of a 1024 bit number, m does not affect the
performance for this stage. We evaluated the computation
costs of this secure comparison by fixing m = 5 and varying
values of n. Following from Figure 1(b), the running time
of secure circuit comparison varies from 37.45 to 185.013
minutes when n is changed from 1000 to 5000 respectively.
Thus, we observed that the running time of secure circuit
comparison grows almost linearly with n.
Based on above results, as shown in Figure 1(c), the computation costs of O-PPBA protocol scales approximately linearly with n and m. For example, when m = 5, the computation time of O-PPBA increases from 39.032 to 194.934
minutes when n is varied from 1000 to 5000. Based on that,
the computation time for O-PPBA is dominated by the time
required to compare the encrypted distance vectors. However, when m is sufficiently large (e.g., over 100), the run
time complexity of Secure Distancee will be greater than
Secure Compare. This is consistent with the upper bound
derived in Section 4.3.1.
For n = 5000, m = 25 and the encryption key size is 1024,
the communication cost is roughly 16MB. The time that
takes to transmit 16MB of data is significantly less than the
computation time. Therefore, this communication complexity could be ignored in the proposed protocol.

5.2

Share size

5.3

Performance Improvement

If biometric authentication needs to be done in real time,
clearly the proposed O-PPBA protocol is not practical even
though it is the best two-party protocol we know of. One
main advantage of the proposed protocol is that the computations of the sub-components can be parallelized. For example, at steps 1 and 2 of Algorithm 3, each secure distance
computation or secure comparison are independent and can
be performed at the same time. Since we assume P1 and
P2 are cloud service providers, the O-PPBA protocol can
take advantage of highly parallel computing capability. If
P1 and P2 have n nodes available to execute O-PPBA, step
1 can be performed within a second, and step 2 can be performed a little bit over 2 seconds. Thus, the total running
time would be around 5 seconds. In general, SMC-based
privacy-preserving protocols are very expensive. For realtime applications like biometric authentication, using cloud
is the only way to make them practical.

6.

FUTURE WORK

In this paper, we proposed an outsourceable and privacypreserving biometric authentication (O-PPBA) protocol. A
main difference from the existing privacy-preserving biometric identification protocols is that the input biometric data of
O-PPBA are encrypted. In addition, our protocol does not
leak data access patterns, so the proposed O-PPBA protocol is more secure than the existing solutions. Furthermore,
we adopted a hybrid approach to implement O-PPBA, in
order to take advantages of both homomorphic encryption
and garbled circuit based approaches.
Although our construction of O-PPBA is the most efficient
secure two-party implementation known today, the empirical
results clearly show it is still not practical. As a future work,
we will implement it using a cloud to drastically improve
its run time complexity. Also, we will utilize more than
two parties and the secret sharing based secure multiparty

Justification of Using AH-Enc to Implement Secure_Distance

As we claimed that pure garbled circuit based implementation of O-PPBA is not efficient, here we empirically justify
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computation framework [12] to produce more efficient OPPBA protocols.
[14]
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[12] I. Damgård, M. Keller, E. Larraia, V. Pastro,
P. Scholl, and N. Smart. Practical covertly secure mpc
for dishonest majority âĂŞ or: Breaking the spdz
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